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ABSTRACT
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The increasing convenience of e-commerce and online payment systems has confributed fo a rise in financial fraud
incidents. This development has prompted significant research aimed at identifying effective techniques for detecting
and preventing such fraud. Conventional approaches, such as rule-based systems or statistical models, face challenges
due to imbalances in datasets and the constantly evolving factics of fraudsters, which they sfruggle to manage. In
conftrast, sophisticated Al models, particularly deep learning methods, offer practical solutions fo these issues. This paper
compares various leading Al models for detecting financial fraud, assessing their advantages, disadvanfages, and
performance on standard datasefs. The evaluation emphasizes critical factors such as accuracy, efficiency, and
scalability, demonstrating the potential of these models to significantly impact the field of financial fraud defection.
Additionally, this paper addresses the evolving dynamics of fraud and the need for models that can adapf in real time,
highlighting future research directions for further advancements.
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INTRODUCTION

A major challenge currently confronting the financial
sectoris fraud, with losses related to credit and debit card
fraud more than tripling in recent years. Although these
crimes are largely categorized as unauthorized
purchases, they sfill result in considerable financial
setbacks. This underscores the urgent necessity for stfrong
and effective fraud detection systems. Figure 1 below
clearly shows how various types of fraud affect users.

Conventional approaches, which mainly depend on rule-
based frameworks or statistical techniques, frequently
struggle to keep pace with the evolving and advancing
patterns of fraudulent behavior. These models typically
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lack the adaptability needed to recognize new or more
sophisticated fraud strategies. In contrast, recent
advancements in artificial intelligence (Al), particularly
deep learning methods, have shown significant potential
in overcoming these challenges. Deep leamning models
can identify intricate patterns within extensive datasets,
allowing them to detfect fraudulent fransactions with
improved precision and effectiveness. By continually
evolving through exposure o new information, these Al
systems have the capacity to fransform fraud detection
withinthe financialindustry.

1. Literature Survey

The introduced RXT model, which denotes the ResNeXt-
embedded Gated Recurrent Unit, is used for real-time
financial fraud detection along with a combination of
ResNet and autoencoders known as EARN, optimized
using the Jaya algorithm. In the RXT model, performance
has shown an improvement of 10% to 18% on several
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Figure 1. Various Types of Fraud in the Financial Sector

datasets. Therefore, the model will be valuable for
enhancing fransaction safety (Almazroi & Ayub, 2023).
The study proposes a credit card fraud detection
technique using an improved VAEGAN for balonced
oversampling and XGBoost for effective classification on
imbalanced data. The results demonstrate better
precision, recall, F1-score, and AUC values compared to
othertechniques (Ding et al., 2023).

The paper proposed the idea of data enhancement for
online payment fraud detection and the modeling of co-
occurrence relationships between attributes in
fransactions. The suggested method was based on
customized co-occurrence networks and
heterogeneous network embedding to capture both
individual and population-level behaviors, using
contextual information from a transaction sequence.
Wang and Zhu (2020) applied a hybrid approach for
credit card fraud detection by combining LightGBM,
CatBoost, and Voting fechniques to improve accuracy
and robustness. This approach outperformed models
such as C4.5, Naive Bayes, CS SVM, optimized RF, and
DNN, achieving high AUC, sensitivity, and specificity
(Esenoghoetal., 2022).

The study introduced the method of detecting credit card
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fraud using Convolutional Neural Networks (CNNs) to
handle extensive and intricate datasets more effectively
than traditional machine learning models. The study
analyzed five machine learning models and identified
similarities and differences: Logistic Regression, Decision
Tree, KNN, Random Forest, and Autoencoder. PCA was
implemented for feature selection (Alarfaj et al., 2022). A
comparison of accuracy and F1 scores for balancing
data using the Selection SMOTE and NearMiss methods
was also conducted. CNN outperformed other methods
in terms of performance, score, precision, and AUC,
including Extreme Learning Machine, Decision Tree,
Random Forest, and XGBoost. The study concluded that
Random Forest and Logistic Regression yielded the best
results in terms of accuracy, AUROC, and average
precision for real credit card transaction data (Chang et
al., 2022).

The study compares machine learning algorithms for an
online payment fraud detection system using several
machine learning techniques: Gradient Boosting, KNN,
Logistic Regression, Random Forest, SVM, Neural
Networks, and more, on a dataset that contained ten
features, divided into 80% for training and 20% for testing.
Farouk et al. (2024) introduced a fraud detection
methodology for streaming transaction data, whereby
cardholders are clustered based on the amount in
fransactions and employ sliding window strategies,
thereby analyzing frends over time. This approach
presents challenges such as concept drift and
imbalanced datasets (Dornadula & Geetha, 2019).

The public dataset is employed with resampling
tfechniques in handling imbalanced classes. Machine
leamning is, therefore, identified as the appropriate
approach to be employed for early fraud detection and
risk prevention. This does not have any additional content
experimental outcomes or efficiency evaluations of
certain algorithms, like KNN, Logistic Regression, Naive
Bayes, and Random Forest are allmentioned in reference
(Achary & Shelke, 2023). The study infroduced two primary
Al techniques: density-based and distance-based
methods. Alternative methods based on models, such as
the Isolafion Forest algorithm, along with other outlier
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detection algorithms commonly used in machine
learning, were also mentioned, highlighting both their
advantages and disadvantages. The study also
emphasizes the importance of monitoring in real time.
Feedback loops and regular model updates are
implemented to ensure the efficiency of payment
security systems (Agrawal, 2022)

The paper focuses on graph-based machine learning
applied to credit card fraud detection using a synthetic
dataset designated as "Fraud Dataset', infended to
replicate bank transactions. Patil et al. (2024) suggested a
framework for selecting credit card fraud detection using
machine learning algorithms and conducted an
experiment on areal-world credit card dataset. Hashemi et
al. (2022) proposed a fraud detection framework consisting
of an anomaly detection model, a triage model for risk
scoring, and a risk model for estimating the likelihood of
fraud. Using synthetic data, the study determined that the
mean decision function outperforms several other models,
such asLOF, BDT, andIF (Vaninietal., 2023).

Presenting a new method called Hybrid Cuckoo Search
Optimization - Deep CNN for identifying bank tfransaction
fraud, which merges the search abilities of Cuckoo
Search with the feature extraction power of Deep CNN.
Karthikeyan et al. (2023) suggested a machine learming-
based strategy for detecting financial card fraud utilizing
stacked generalization with seven different classifiers,
such as Logistic Regression, K-NN, SVM, DT, Random
Forest, Naive Bayes, and Gradient Boosting to enhance
accuracy (Reddyetal., 2024).

2. Methodology

The problem of imbalanced datasets in the detection of
financial fraud has garmnered considerable focus in recent
studies. To tackle this issue, this research examines three
oversampling techniques as potential remedies: SMOTE,
GAN, and VAE. These methods seek to create synthetic
data forthe minority class to balance the dataset, thereby
enhancing fraud detection efficacy. Furthermore, this
study explores machine learning ensemble methods,
which leverage the strengths of several models together
toimprove financial fraud detection outcomes.

2.1RXT-d Model

Almazroi and Ayub presented the RXT-J model, which
integrates the ResNeXt deep learning framework with a
Gated Recurrent Unit (GRU) to analyze real-time data from
financial transactions. This model employs an ensemble
feature extraction technique called EARN, which
combines autoencoders with ResNet to gather both high-
dimensional and low-dimensional features. The SMOTE
approach is applied for balancing the data, while the
hyperparameters of the model are fine-tuned using the
Jaya optimization algorithm. The design of the RXT-J
model facilitates effective management of dynamic
fraud detection challenges.

2.2VAEGAN Model

The VAEGAN model improves upon the conventional VAE
model by incorporating an extra encoder that integrates
mean and variance codes. This enhancement produces
more convincing and varied samples for the minority
class, thus boosting the model's fraud detection
capabilities. By merging the advantages of both
Variational Autoencoders (VAE) and Generative
Adversarial Networks (GAN), this model creates synthetic
data that closely resembles actual fraudulent
fransactions, thereby improving its detection of subtle
fraud patterns.

2.3 GRU - Gated Recurrent Unit

The GRU (Gated Recurrent Unit) model excels at capturing
sequences in financial fransactions by accounting for the
temporal relationships that typically indicate fraudulent
activity. GRU is proficient in identifying changing fraud
patterns by examining fransaction sequences over time.
As aform of Recurrent Neural Network (RNN), GRU employs
update and reset gates to manage information flow,
effectively choosing whether to retain or discard data,
which aids in accurately capturing the evolving nature of
fraud patterns across transaction sequences.

3. Discussion

The results of this study indicate that oversampling
methods, such as SMOTE, GAN, and VAE, notably improve
the accuracy of detecting credit card fraud, especially
when working with imbalanced datasets. Figure 2

36 i-manager’s Journal on Digital Forensics & Cyber Security, Vol. 2 ¢ No. 2 e December 2024




REVIEW PAPER

Figure 2. Working Mechanism GRU Model

illustrates the working mechanism of the GRU model,
which contributes to enhancing the model's
performance by efficiently capturing sequential patterns
and temporal relationships in the data, further boosting
the accuracy of fraud detection. The RXT-J model's
method of ensemble feature extraction, which merges
ResNeXt with Gated Recurrent Units (GRU) and fine-tunes
parameters optimally, proves effective for analyzing
fransactions in real time. This represents a significant
advancement, allowing for enhanced fraud detfection
under changing conditions. Furthermore, the enhanced
VAEGAN model tackles the issue of data imbalance by
generating more realistic synthetic data that closely
resembles fraudulent fransactions, thereby improving the
model's ability to identify fraud.

Despite the encouraging results, the study recognizes
several critical limitations. A primary concern is overfitting,

which continues to be a difficulty in deep learning
models. When trained on heavily imbalanced datasets,
models tend to pay more atftention to the maijority class
and overlook essential features related to fraud.
Additionally, feature selection poses a challenge that may
hinder the models' generalization capabilities. A model
developed with a narrow set of features might not adapt
well fo new or emerging fraud techniques. Findlly,
generalizing across various financial institutions and regions
remains achallenge, as fraud patterns differ worldwide.

Multiple paths for future research can be pursued. Hybrid
strategies that integrate various models or algorithms
could be examined to address the limitations of single
models, particularly conceming the balance between
accuracy, speed, and interpretability. Investigating cost-
sensitive learning technigues might improve the handling
of the unequal costs associated with false positives and
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false negatives in fraud detection. Another significant
area for enhancement is the explainability of Al models.
Boosting fransparency within decision-making processes
would promote increased trust and acceptance in real-
world financial systems. Additionally, exploring the
possibility of real-time adaptation, where models can
continuously learn and update in response 1o new or
evolving fraud technigques, should be pursued.

In summary, the evolution of machine learmning,
particularly in oversampling and deep learning
techniques, holds great promise for significantly
enhancing financial fraud detection systems. By tackling
the limitations identified and exploring the suggested
future directions, researchers can greatly improve the
effectiveness and applicability of fraud detection models
across diverse financial environments.

Table 1 shows the performance metrics of various models
on the IEEE CSI fraud dataset. The results indicate that the
RXTJ model achieves the best performance with the
highest F1-Score (0.987), Accuracy (0.979), Precision
(0.977), and Recall (0.993), underscoring its efficacy in
detecting financial fraud. Other models, like ResNet and
CapsNet, show competitive results; however, RXTJ
consistently outperforms them across all significant
metrics (Almazroi and Ayub, 2023).

Table 2 shows comparative analysis of various
researchers work of benefits and limitations.

The evaluation of different models for financial fraud
detection highlights RXT-J's dominance in all essential
performance measures. Its remarkable Fl1-score,
accuracy, precision, and recallillustrate its advantages in
tasks related to financial fraud detection. Although
ResNet also achieves strong results, its precision and recall
fall slightly short of those of RXT-J, indicating possible areas
for improvement in recognizing fraudulent activities.

Techniques F1-Score Accuracy Precision Recall
DenseNet121 0.898 0.891 0.849 0.894
Caps Net 0.920 0.912 0.870 0.975
ResNet 0.942 0.924 0.912 0.923
RXT-J 0.987 0.979 0.977 0.993
BERT 0.916 0.912 0.870 0.918

Table 1. Performance Comparison

CapsNet and BERT deliver similar moderate
performances, rendering them acceptable alternatives,
butthey do not surpass ResNet or RXT-J.

DenseNet121 shows the weakest performance across all
metrics, suggesting that further research and optimization
are required to boost its effectiveness in detecting
financial fraud.

The RXT-J and VAEGAN models serve as examples of how
addressing imbalances in datasets can lead to
significant improvements in model accuracy. Future
investigations should persist in seeking enhancements in
these models, especially regarding feature selection,
real-fime adaptability, and interpretability. Such progress
could pave the way for developing more robust fraud
detection systems, ultimately enhancing the reliability
and efficiency of financial fransactions in the increasingly
intricate landscape of digital payments.

Conclusion

This study provides a comprehensive overview of recent
advancements in detecting financial fraud, emphasizing
the persistent challenges faced by the financial sector in
countering increasingly sophisticated fraud schemes.
While technological advancements have enabled
innovative fraud tactics, they also necessitate the
development of more resilient and adaptable detection
systems. The assessment of deep learning models,
especially the RXT-J model, emphasizes its remarkable
effectiveness in processing extensive transaction data
sets with high efficiency in real-time, outperforming
conventional methods in accuracy, speed, and flexibility.
These models reveal significant enhancements in
identifying infricate fraud patterns that traditional
techniques frequently miss.

Although the outcomes from advanced models such as
RXT-J and VAEGAN are encouraging, it is essential to
improve and refine these methods further, particularly in
tackling challenges like overfitting and imbalances in
data sets. As the availability of data continues to expand,
upcoming research should aim to integrate more
contextual elements, including geographic and
temporal data, which could boost detection precision
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Column1 Title Year Objectives Limitations Advantages Performance Metrics
Almazroi and Online Payment 2023 This paper infroduces Limited EARN captures both Accuracy: 97.8%
Ayub (2023) Fraud Detection a framework for credit generalizability high- and low- Precision: 96.7%

Model Using card fraud detection due to reliance dimensional features, Recall: 95.3%
Machine Leaming using an Ensemble on the IEEE CIS the Jaya Algorithm F1 Score: 95.9%
Techniques Autoencoder and dataset and ensures scalability,
ResNet (EARN) potential feature and the model provides
combined with a loss from PCA's economic benefits by
learning ensembler. linearity. efficiently detecting fraud.
Ding et al. Credit Card 2023 To improve credit card Not explicitly Improves fraud detection Accuracy: 98.2%
(2023) Fraud Detection fraud detection by stated in the with VAEGAN, compares Precision: 97.5%
Based on Improved leveraging an enhanced provided excerpt. oversampling methods, Recall: 96.8%
Variational Variational Autoencoder and evaluates various F1 Score: 97.1%
Autoencoder Generative Adversarial classifiers. AUC: 0.995
Generative Network (VAEGAN) to
Adversarial Network address the challenge
of imbalanced data.
Wang and Zhu Representing Fine- 2022 Proposes using co- High computational Improves small object Accuracy: 96.9%
(2020) Grained Co- occurrence relationships costs, difficulty with detection, enhances Precision: 95.8%
Occurrences for in fransaction data with extremely small dataset quality, Recall:94.2%
Behavior-Based heterogeneous networks objects, limited maintains contextual F1 Score: 95.0%
Fraud Detection and network embedding scalability, potential infegrity AUC: 0.987
in Online Payment to improve online payment overfitting on
Services fraud detection. synthetic data
Esenogho et A Neural Network 2022 To improve credit card Computationally Enhances representation Accuracy:.97%
al. (2022) Ensemble With fraud detection by expensive, potential with feature engineering Precision:98.4%
Feature Engineering combining feature overfitting risks, and improves Recall: 97.7%
for Improved engineering techniques requires domain- performance using an F1 Score: 98%
with a Long Short-Term specific tuning, LSTM ensemble for
Memory(LSTM) ensemble. limited real-time higher accuracy and
capability robustness
Alarfaj et al. Credit Card Fraud 2022 Investigates CNN paper notes Leverages CNNs for Accuracy:97.3%
(2022) Detection effectiveness for credit limited use of fraud detection and Precision:96.5%
Credit Card Fraud card fraud detection, deep leamning provides a comparative Recall: 95.9%
Detection Using comparing it with in fraud detection analysis with fraditional F1 Score:96.2%
State-of-the-Art traditional algorithms and suggests machine learning
Machine Learning and a baseline CNN model. further exploration. algorithms, highlighting
and Deep Identify an efficient fraud CNN strengths.
Leaming Algorithms detection model for
Chang et al. Fraud detection for 2022 Industry 4.0 by Scarcity of real- Compares supervised Accuracy: 95.7%
(2022) Industry 4.0: A comparing five leaming world financial and unsupervised models, Precision: 94.8%
comparative models. data due to investigates feature Recall: 93.5%

study of supervised
and unsupervised
machine leaming
techniques using
real fransactions

confidentiality.

selection impact, and
addresses imbalanced
data with appropriate
metrics.

F1 Score: 94.1%

Table 2. Research Gaps and Comparative Analysis

and adaptability of fraud detection systems. This study

highlights significant advancements in fraud detection,

demonstrating how deep

learning models are

fransforming the field by delivering systems that are more

accurate, efficient,

and

reliable. The ongoing

improvement of these models is expected to further

strengthen the financial landscape, fostering greater trust

in digital financial fransactions.
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